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Current Report – Material Event: Cyber Incident  

Date of discovery: September 27, 2025 

Report date: October 1, 2025 

Summary 

On September 27, 2025, Signal Advance, Inc. detected a ransomware encryption event affecting four 

R&D simulation workstations and connected storage. The server’s event log indicated that the 

ransomware event duration was only a few minutes.  

Impact 

• Operations: Temporary disruption to R&D simulation workflows; other operations continued. 

• Data: No sensitive personal information was stored on the affected systems. The Company has 

no evidence of data exfiltration, and the short duration is inconsistent with large-scale 

extraction. 

• Restoration: Using unaffected backups/snapshots, the Company has restored the majority of 

models, datasets, credentials, and working files. Reconstruction of a small subset of 

research/financial working data is ongoing. 

Remediation & status 

• On discovery, affected assets were isolated, credentials were rotated, and write access to certain 

shares was temporarily disabled. 

• Systems are being rebuilt from clean images; enhanced monitoring and hardening measures are 

in place. 

• No ransom was paid. The Company has reported, or will report, the incident to appropriate 

authorities. 

Financial reporting 

The Company does not currently expect a material long-term impact. If timing of quarterly financial 

reporting is affected by reconstruction of workpapers, the Company will provide an update. 

Forward-looking statements 

This report includes forward-looking statements regarding the scope, impact, and remediation of the 

incident. Actual results may differ. The Company undertakes no obligation to update these statements 

except as required by law. 
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